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The Context

Application area:
Telecommunication and disinbuted systems

Main charactenstics:
- asynchronous communications
- "real-fime" features
- critical systems

— infroduction ofvalidation techniques info the development
cycle.
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Formal validation: the currentsituation

Specification formalisms

- use ofintemational standards: Estelle, Lotos, SDL, UML, ...

- a difficulttrade-ofbetween:
 programming facilities (e.g., high-level primitives)
- validation facilities (e.g., real-time semantics)

Validation tools
- commercial environments:
- edition, simulation, code generation, testcase generation
- supportthe existing standards
- academic fools:
- efficientvenification fechniques
* resincted inputlanguage
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Motivations

IF: an infermediate representation
for imed asynchronous systems

- a connection between commercial and academic tools
— bridge the gap beiween standarts and low-level formalisms

* a “source level” infermediate representation
= allows efficientoptimisation and verification fechniques

* relies on a powerful and flexible time model
= a laboratory to study the real-ime semantics of high-level formalisms
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Conclusion and perspectives
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Communicating extended fimed automata (with urgencies)

The TF infermediate represenitation

Communication

| P1 -asynchronous message buffers
!‘rtr;(y A (reliableAossy/bounded)
-synchronous rendez-vous

-shared vanables

timer t

Time model
Timed Automaita with
urgency atnbutes on ransitions
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Time progress depends on urgency ofenabled fansitions:

Timed automata with urgency [Bomo1Sifakis96]

- eager fansitions are urgentas soon as they are enabled and
block time progress

lazy transifions neverblock fime progress

- delayable fransifions allow fime progress unless time progress
disables it

= allows 1o express a large spectrum ofreal-time paradigms.
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Architeciure of the toolbox
| | KRONOS
ObjeciGEODE SLE
specificafion design LVE | GAbP
static analysis model-checking

SDL2IF

Fac

F2PML _‘

v

[P

N

romela
Spin

TGV

festgeneration
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The frontend component: sdi2if

Translation from SDL o TF:

based on an ObjgciGeode APT
— we follow standard evolution of SDL

supports a sfatic subsetof SDL:
- limited dynamic process creatfion/desiuction
- procedures are inlined (no recursion)

- only sfatic data types are fully franslated
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The TF level components

Translation from IF o other fools and formalisms:

- Promela-Spin (University of Eindhoven)
- Lash (Universily. ofLiege)
- Agatha (CEA-Let)

Static analysis and abstractions:

- live vanable computation

- slicing
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Static analysis (1): live vaniables computation

q’m(x, y) y i=z+2
reset(y) reset(y)

* strongly preserve the initial behaviour
[* y not used here ... */

« drasfically reduce the size of the model

y = 3 (more than 2 orders of magnitude)

* easy o compute ...
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Exiractthe relevantpartofa specification with respectfo a
slicing criterion:

Static Analysis (2): slicing

‘ » SLICE »‘

slicing criterion (observable events, variables, ...)

A

|
property under check (test purpose, observer, scenario, ...)

Validation can be performed on the simplified specification
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Slicing (example)

var u,w,x\y,z

qAni(y) -

o

/
Y.
/
/
/

env!out3(x+z)

'w:nZ(z)

X =2+Z

Slicing criteria:

-observable events: in2, out3

var: u,x,z

‘environment. in2, in3, in4

var: X,z
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var: X,z

Slicing (example)

Slicing criteria:

q7n2(z) -observable events: in2, out3

=247 var: u,x,z

‘environment. in2, in3, in4

var: X,z

-weak bisimulation reduction
env!out3(x+z)
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The LTS level components

- simulator constuction:

‘—, IE2C 4,‘ * implements discrete/dense fime

. * supports on-the-fly and partial
simulator order reductions fechniques

* model-checking:

* femporal-logic properties (Evaluator, Kronos)
» behavioural specifications (Aldébaran)
= both including diagnostic capabilifies

* ®estcase generation (TGV)
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A validation "methodology”

[ Specification 1 [ Environmen’r} [Requirement}
live analysis, dead basic
code elimination... | static analysis
4
guided simulation, model
deadlock detection... exploration
slicing, advanced
abstaction... |  static analysis
partial order, Imodel generation
model-checking, +
estgeneration... validation
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Motivations

IF: the language
The IF validation environment

Some case studies

- a distnbuted leader election algorthm
- the SSCOP protocol
- the Ariane-5 flight controller [slides notavailable here]

Conclusions and perspecfives
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mutual exclusion access to a shared resource
oh an unreliable circular network:

A distrbuted leaderelection algorthm

claim
open token
. 47
approx. 200 lines of SDL close
. token
4 processes: claim
- 3states
- 3vanables, 1 timer open
close token
claim
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1. modelling unreliable channels: an F bufferatinbute

2. modelling time progress:

timer T T :=10 sec

[T := 0] output claim ...
(eager)

Input token
(lazy)
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Results forlive analysis

ObeciGEODE F TF + live analysis
eliable channels 1731 st. 618 st. 292 st.
at | a 3822 1 1256 1. 756 .
maximal urgency 1 sec. 0.4 sec. 0.2 sec.
lossv channels 3018145 st 537 891 st 4943 st
B | 71190431 | 22983481 19664 1
maximalurgency| 18 mn 7 sec. 9 mn 7 sec. 4.8 sec.
l . | 54591 st
0SSy channels notavailable foo large | 250016 .
weak urgency 54.9 sec
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Leaderelection algonthm: venfication

Properiy:

Accesses 1o the resource close(S lose(S,)
are performed in mutual
exclusion, i.e., there is
always a close acftion
between two open actions

close(S,)

open(s,)

close(S,

4)

close(S.)

close(S, Close(S,)

open(S,)

Graph obfained by
weak bisimulation minimisatfion
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Motivations

IF: the language
The IF validation environment

Some case siudies

- a distnbuted leader election algorthm

- the SSCOP protocol

- the Ariane-5 flight controller [slides notavailable here]

Conclusions and perspecfives
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SSCOP Protocol

case-study provided by France
Telecom R&D within the
FORMA Research Action

partof ATM Adapfation Layer
(AAL), normalised by ITU
Q2110

aims were both formal
venfication and testgeneration

Q2931
! ]
T AAL 54AP ¥ Primditives
SO0S S5CF Q2130
Service Service Specific Coordination Functions
[_:usif:::::““ data control managemendt
Sublayer 1
¥ Signals
AAL =
Functions SSCOP Q2110

Service Speciic Connection Odented Protocol

data transfer management

)
¥ Signals

CPC5
Cormumon FPart Convergence Sublayer

SAR
Segmentation and Reassemblage

i ]
Primitives

ATH SAF ¥
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SSCOP Protocol: overview

several services have o be

provided

- envordetection and recovery

described as a single SDL process
10 states, 134 vanables, 4 timers

connection control (establishment,
flow-contol, maintenance)

data transfer

2000 lines ofcode
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SSCOP Protocol: Verification Steps

directgeneration using ObeciGEODE fails
- 2kB /state vector: only 50 000 states could be generated

static analysis simplifications
- “aggressive" abstaction by vanable elimination
- vanable resetting using live information
- slicing wrt specific properties

model generation using ObjeciGEODE
- 0.2 kB /state vector: 1 000 000 could be generated
- several functioning phases were completely venfied

——-Joumées PSLC -Grenoble -14A11/00 —-

27



V.

pmas cor OP Protocol: Venfication Steps (contd)

SSCF, SSCF,
I TW I
[sscopl} {SSCOPZJ

Example of property: connection establishment
each connection requestinputio a SSCOP entity is followed by a
connection response outputby the same entity

Verification: about15 000 sfates generated (2 mn)
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Conclusion

IF Validation environment

- open validation environment, connecting design and
venfication fools (ObgciGeode, Spin, CADP, TGV, ...)

* provides automatic program level optimisations:
statfic analysis, slicing

- able 1o deal with realistic size case siudies ...
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Perspectives

* more static analysis (invanantgeneration, ...)
general abstactions (InVeSt)
connection with otherfools

» definifion of dynamiclF, for the description of dynamic
and parametenised systems and for connection with
UML and Java
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The END

http://www-verimag.imag.fr/DISTSYS
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